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Learning objectives
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How to enable data plane programmability?

Why we need programmable data plane?



Why do we need data plane 
programmability?



Evolution of the computer industry
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Proprietary 
hardware

Proprietary OS

Proprietary 
applications

Microprocessor

Windows Linux macOS

App App App App

Open interface

Open interface

Disaggregation

The computing industry has been evolving from proprietary hardware/software 
towards more general-purpose hardware/software with open standards/interfaces.



Evolution of networking industry
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Proprietary 
hardware

Proprietary OS

Proprietary 
features

Merchant switch chips

Ryu ONOS Floodlight

App App App App

Open interface

Open interface

Disaggregation

The networking industry has also been evolving from proprietary hardware/software 
towards more general-purpose hardware/software with open standards/interfaces.



Recap: software define networking
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Control Program Control Program Control Program

Global network view

Network OS

Virtualization

Abstract network view

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding



A deep dive into OpenFlow
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OpenFlow is designed around 
the match+action abstraction:  
a set of header match fields and 

forwarding actions

OpenFlow v1.5: 41 
match header fields

Match Action

Most hardware/software switches 
only support limited match/action 
set (Ethernet, IP, TCP, MPLS) due to 

ASIC limitations.



Switch architecture
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Switch OS

VLAN OSPF etc.
...

Driver

A switch can only match on a 
supported packet header field 
and take corresponding actions

ASIC

Packet processing pipeline



Switch architecture
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Switch OS

VLAN OSPF etc.

Driver

ASIC

Packet processing pipeline

What if we want to add a new 
protocol/feature to the switch?

New



Switch architecture
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Switch OS

VLAN OSPF etc.

Driver

ASIC

Packet processing pipeline

New
The switch ASIC has to be 

modified in order to support 
such a new protocol/feature.



Development cycle
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ASIC team

Network 
owner (ISP)

Network 
equipment 

vendor (Cisco)

Software 
team

Feature

Feature

Feature

Weeks

Years
Years

It takes years for the new ASIC to be developed, fully tested, and finally deployed!! When 
the upgrade is available: 

- It either no longer solves your problem  

- You need a fork-lift upgrade at huge expenses What is the root cause of all this?



The “bottom-up” mentality
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Switch OS

Driver

Fixed function switch“This is how I 
process packet…” 

The network systems are built following the 
bottom-up approach: all network features are 
centered around the capabilities of the ASIC.

How to improve this?



The “top-down” approach
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Switch OS

Driver

Customizable 
switching ASIC

“This is precisely how you must 
process packets…”

Make the ASIC programmable, and let your 
features to tell the ASIC what to support!

How to support programmability?



How to enable data plane 
programmability?



Domain-specific processors
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CPU

Compiler

Java

Computers

GPU

Compiler

CUDA

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Networking



Domain-specific processors
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CPU

Compiler

Java

Computers

GPU

Compiler

OpenCL

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Networking

Compiler

Language

Switching ASIC



Domain-specific processors
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CPU

Compiler

Java

Computers

GPU

Compiler

OpenCL

Graphics

DSP

Compiler

Matlab

Signal 
processing

TPU

Compiler

TensorFlow

Machine 
learning

Networking

Compiler

P4

RMT



RMT and P4

18https://p4.org 

Ingress (match-action pipeline) Egress (match-action pipeline)

Parser DeparserSwitching fabric (e.g., crossbar)

RMT: reconfigurable match tables model (a RISC-
inspired pipelined architecture) 

P4: a domain-specific language for programming 
protocol-independent packet processors

RMT RMT

https://p4.org


P4 development
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2014 2015 2016 2017 2018

Initial paper

P414 specification 
September

P414 v1.0.1 
v1.0.2 
v1.0.3 
v1.0.4

P416 specification (draft) 
December

P416 specification



P416 introduces the concept of architecture
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P4 targetP4 architecture

A model of a specific 
hardware 

implementation

Specifies the P4 programmable 
components of a target and data 
plane interfaces between them



P4 language evolvement
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P4_14 
language

P4_16 language

core.p4 library

arch_lib.p4

arch.p4

Stable, rarely updated

Architecture-specific, 
can be changed by target 

manufactures



Programming a P4 target
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P4 program

Architecture model

Compiler Control plane

Tables Externs

CPU port

Code Target

Target-specific binary

User supplied

Vendor supplied

Data plane



Architecture model
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A contract between the P4 program and the target



Architecture model
A contract between the P4 program and the target
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P4 block #1 P4 block #2

C
TR

L

C
TR

L

C
TR

L

C
TR

L

Metadata

Intrinsic metadata

User-defined 
metadata

Block #1 interface Block # interface



Switch architecture example
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Switch architecture

Switch architecture description



A simple P416 switch architecture: v1model
Roughly equivalent to Protocol-Independent Switch Architecture (PISA)

26https://p4.org/p4-spec/p4-14/v1.0.4/tex/p4.pdf 

https://p4.org/p4-spec/p4-14/v1.0.4/tex/p4.pdf


v1model architecture
Defines the metadata it supports, including both intrinsic and user-defined ones

27https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4 

struct standard_metadata_t { 
bit<9> ingress_port;  
bit<9> egress_spec;  
bit<9> egress_port;  
bit<32> clone_spec;  
bit<32> instance_type;  
bit<1> drop; 
bit<16> recirculate_port;  
bit<32> packet_length;  
bit<32> enq_timestamp;  
bit<19> enq_qdepth;  
bit<32> deq_timedelta;  
bit<19> deq_qdepth;  
error parser_error;

bit<48> ingress_global_timestamp;  
bit<48> egress_global_timestamp;  
bit<32> lf_field_list; 
bit<16> mcast_grp; 
bit<32> resubmit_flag;  
bit<16> egress_rid;  
bit<1> checksum_error;  
bit<32> recirculate_flag; 

}

Standard intrinsic metadata

https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4


Architecture-specific constructs

Each architecture defines a list of “externs” 

- Blackbox functions whose interfaces are known 

Most targets contain specialized components, 
which cannot be expressed in P4 

On the other hand, P416 aims to be target-
independent 

- P414 has almost 1/3 of the constructs target-
dependent: not portable to different targets

28https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4 

extern register<T> { 
register(bit<32> size); 
void read(out T result, in bit<32> index);  
void write(in bit<32> index, in T value); 

} 
extern void random<T>(out T result, in T lo, in T hi); 
extern void hash<O, T, D, M>(out O result, 

in HashAlgorithm algo, in T base, in D data, in M max); 
extern void update_checksum<T, O>(in bool condition,  

in T data, inout O checksum, HashAlgorithm algo);

v1model architecture-specific externs

https://github.com/p4lang/p4c/blob/main/p4include/v1model.p4


P4 language basics



P4 language overview
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Libraries

Declarations

Packet header 
parser

Control flow to 
modify packets

Assemble 
modified packet

“main()”

#include <core.p4>  
#include <v1model.p4>

const bit<16> TYPE_IPV4 = 0x800;  
typedef bit<32> ip4Addr_t;  
header ipv4_t {...} 
struct headers {...}

parser MyParser(...) {  
state start {...} 
state parse_ethernet {...} 
state parse_ipv4 {...}  

}

control MyIngress(...) { 
action ipv4_forward(...) {...}  
table ipv4_lpm {...} 
apply { 

if (...) {...} 
}  

}

 control MyDeparser(...) {...}

 V1Switch( 
 MyParser(), 
 MyVerifyChecksum(), 
 MyIngress(), 
 MyEgress(), 
 MyComputeChecksum(), 
 MyDeparser() 

) main;



P4 language basics: data types
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bool Boolean value

bit<W> Bit-string of width W

int<W> Signed integer of width W

varbit<W> Bit-string of dynamic length <= W

match_kind Describes ways to match table keys

error Used to signal errors

void No values, used in few restricted circumstances

float Not supported

string Not supported

P4_16 is a statically-typed language with base types and operators to derive composed ones



P4 language basics: composed data types
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header Ethernet_h { 
bit<48> dstAddr; 
bit<48> srcAddr; 
bit<16> etherType; 

}

Parsing a packet using extract() fills in the fields of the header from a network packet

A successful extract() sets to true the validity bit of the extracted header 

header Mpls_h { 
bit<20> label; 
bit<3> tc; 
bit bos; 
bit<8> ttl; 

}

header_union Ip_h { 
IPv4_h v4; 
IPv6_h v6; 

}

Mpls_h[10] mpls;

Header Header stack Header union

Array of up to 10 MPLS headers
Either IPv4 or IPv6 
header is present

hdr.ipv4.isValid()



https://p4.org/p4-spec/docs/P4-16-v1.2.1.html 

P4 language basics: composed data types
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struct standard_metadata_t { 
bit<9> ingress_port; 
bit<9> egress_spec; 
bit<9> egress_port; 
… 

}

tuple<bit<32>, bool> x; 
x = {10, false}

Struct: unordered collection 
of named members

Tuple: ordered collection of 
unnamed members

Other data types: 

- enum: enum Priority {High, Low} 

- Type specification: typedef bit<48> macAddr_t; 

- extern, parser, control, package…

https://p4.org/p4-spec/docs/P4-16-v1.2.1.html


P4 language basics: operations

P4 operations are similar to C operations and vary depending on the types (unsigned/
signed integers,…) 

- Arithmetic operations: +, -, * 

- Logical operations:  

- Bitwise complement, and, or, xor: ~,&, |, ^ 

- Shifts: >>, << 

- Non-standard operations: [m:l] bit slicing, ++ bit concatenation 

- No division and modulo: can be approximated 

34https://p4.org/p4-spec/docs/P4-16-v1.2.1.html 

https://p4.org/p4-spec/docs/P4-16-v1.2.1.html


P4 language basics: variables and constants
Constants, variable declarations and instantiations are almost the same as in C too

35

Variable

Constant

bit<8> x = 123; 

typedef bit<8> MyType; 
MyType x; 
x = 123;

const bit<8> x = 123; 

typedef bit<8> MyType; 
const MyType x = 123;

Important 

Variables cannot be used to maintain 
state across different network packets. 

Instead, we can only use two stateful 
constructs, i.e., tables and extern 

objects, to maintain state.



P4 language basics: statements

P4 statements are pretty classical too 

- Some restrictions may apply depending on the statement location

36

return

exit

Conditions

Switch

Terminates the execution of the 
action of control containing it

Terminates the execution of all the 
blocks currently executing

if (x==123) {…} else {…}

switch (t.apply().action_run) { 
action1: {…} 
action2: {…} 

}

Not in parser

Only in control blocks 
No fall-through if a block statement is present



P4 processing overview
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Parser DeparserControl



P4 parser
The parser uses a state machine to map packets into headers and metadata
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a:b:c:d → 1:2:3:4

1.2.3.4 → 5.6.7.8

1234 → 56789

Payload

meta {ingress_port: 2, …}

ethernet {srcAddr: a:b:c:d, …}

ipv4 {srcAddr: 1.2.3.4, …}

tcp {srcPort: 1234, …}

Packet Headers and metadataParser

Packet header vector (PHV)



parser MyParser(…) { 
state start { 

transition parse_ethernet; 
} 
state parse_ethernet { 

packet.extract(hdr.ethernet); 
transition select(hdr.ethernet.etherType) { 

0x800: parse_ipv4; 
default: accept; 

} 
} 
state parse_ipv4 { 

packet.extract(hdr.ipv4) 
transition select(hdr.ipv4.protocol) { 

6: parse_tcp; 
17: parse_udp; 
default: accept; 

} 
} 
state parse_tcp { 

packet.extract(hdr.tcp); 
transition accept; 

} 
state parse_udp { 

packet.extract(hdr.udp); 
transition accept; 

} 
}

P4 parser: example

39Footnote / references

start

parse_ethernet

parse_ipv4

parse_tcp parse_udp

accept reject

Transition between states



header IPv4_no_options_h { 
… 
bit<32> srcAddr; 
bit<32> dstAddr; 

}  

header IPv4_options_h { 
varbit<32> options; 

} 

parser MyParser(…) { 
state parse_ipv4 { 

packet.extract(hdr.ipv4); 
transition select(hdr.ipv4.ihl) { 

5: dispatch_on_protocol; 
default: parse_ipv4_options; 

} 
} 
state parse_ipv4_options { 

packet.extract(hdr.ipv4options, (hdr.ipv4.ihl - 5) << 2); 
transition dispatch_on_protocol; 

} 
} 

P4 parser: variable-width header extraction
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Fixed-width fields

Variable-width fields

ihl determines the length of options field



P4 parser: more advanced concepts

Parsing a header stack requires the parser to loop 

- The only “loops” that are possible in P4 (done implicitly through state transitions) 

- Example in source routing: popping up all the headers to determine the next hop 

Other concepts in P4 parser: 

- Verify: error handling in the parser 

- Lookahead: access bits that are not parsed yet 

- Sub-parsers: like subroutines

41https://p4.org/p4-spec/docs/P4-16-v1.2.1.html 

Why should we be cautious about loops?

https://p4.org/p4-spec/docs/P4-16-v1.2.1.html


P4 processing overview

42

Parser Control Deparser



P4 control
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Tables

Actions

Control flow

Match a key and return an action

Similar to functions in C

Similar to C but without loops



P4 control: tables
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P4 control: tables
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table ipv4_lpm { 
key = { 

hdr.ipv4.dstAddr: lpm; 
hdr.ipv4.version: exact; 

} 
actions = { 

ipv4_forward; 
drop; 

} 

size = 1024; 
default_action = drop(); 

}

Table name

Longest prefix match

Possible actions

Max. # of entries in table

Default action



P4 control: match kinds
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exact

ternary

Exact comparison: 0x01020304

Compare with mask: 0x01020304 & 0x0F0F0F0F

lpm Longest prefix match

range Check if in range: 0x01020304 - 0x010203FF

…

core.p4

v1model.p4

Other architectures



P4 control: table entries

Table entries are added through the control plane 

- Recall the SDN control plane for flow rule installation

47



P4 control: actions

Actions are 

- Blocks of statements that possibly modify the packets 

- Usually take directional parameters indicating how the corresponding value is treated within the 
block

48

action reflect_packet(inout bit<48> src, 
 inout bit<48> dst, 
 in bit<9> inPort; 
 out bit<9> outPort; ) { 

bit<48> tmp = src; 
src = dst; 
dst = tmp; 
outPort = inPort;} 

reflect_packet(hdr.ethernet.srcAddr, hdr.ethernet.dstAddr,  
standard_metadata.ingress_port, standard_metadata.egress_spec);

in: read only inside the action 
out: uninitiated, write inside the action 
inout: combination of in and out



P4 control: actions
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reflect_packet

inout bit<48> src
inout bit<48> dst
in bit<9> inPort

out bit<9> outPort

action set_egress_port(bit<9> port) { 
standard_metadata.egress_spec = port; 

}

Action parameters resulting from a table 
lookup do not take a direction



P4 control: control flow
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Apply a table 
ipv4_lpm.apply() 

Check if there was a hit 
if (ipv4_lpm.apply().hit) {…} 
else {…} 

Check which action was executed 
switch (ipv4_lpm.apply().action_run) { 

ipv4_forward: {…} 
}

extern void verify_checksum<T, O>(  
in bool condition, 
in T data, 
inout O checksum, 
HashAlgorithm algo);

extern void update_checksum<T, O>(  
in bool condition, 
in T data, 
inout O checksum, 
HashAlgorithm algo);

v1model.p4



P4 control: re-computing checksum
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control MyComputeChecksum { 
apply { 

update_checksum( 
hdr.ipv4.isValid(), 
{ hdr.ipv4.version, 
  hdr.ipv4.ihl, 
  hdr.ipv4.diffserv, 
  hdr.ipv4.totalLen, 
  hdr.ipv4.identification, 
  hdr.ipv4.flags, 
  hdr.ipv4.fragOffset, 
  hdr.ipv4.ttl, 
  hdr.ipv4.protocol, 
  hdr.ipv4.srcAddr, 
  hdr.ipv4.dstAddr }, 
hdr.ipv4.hdrChecksum, 
HashAlgorithm.csum16); 

} 
}

Pre-condition

Fields list

Checksum field

Checksum algorithm



P4 control: more advanced concepts
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Cloning packets

Sending packets to control plane

Recirculating

Create a clone of a packet

Use dedicated Ethernet port, or target-
specific mechanisms

Send packet through pipeline multiple times

Be cautious about recirculating!



Annotations
Additional information given to the compiler or the control plane
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Use table name t1 for the 
control plane API

Atomic operations on registers



P4 processing overview
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Parser Control Deparser



P4 deparser
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ethernet {srcAddr: a:b:c:d, …}

ipv4 {srcAddr: 1.2.3.4, …}

tcp {srcPort: 1234, …}

a:b:c:d → 1:2:3:4

1.2.3.4 → 5.6.7.8

1234 → 56789

Payload
control MyDeparser { 

apply { 
packet.emit(hdr.ethernet); 
packet.emit(hdr.ipv4); 
packet.emit(hdr.tcp); 

} 
}

Packet headers Deparser Packet



P4 workflow
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P4 program

Architecture model

Compiler Control plane

Tables Externs

CPU port

Code Target

Target-specific binary

User supplied

Vendor supplied

Data plane



Application: congestion control
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Use INT to obtain precise network link 
status information and adjust sending 

rate based on such information

Think about the difference to ECN



Other PDP applications
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Network monitoring In-network computing



Try out P4

P4 hands-on 

- Use Mininet to set up the network environment 

- Use software switches bmv2: https://github.com/p4lang/behavioral-model 

- See P4 tutorials: https://github.com/p4lang/tutorials

59https://build-a-router-instructors.github.io/deliverables/p4-mininet/ 

https://github.com/p4lang/behavioral-model
https://github.com/p4lang/tutorials
https://build-a-router-instructors.github.io/deliverables/p4-mininet/


Summary
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Data plane programmability needed by the 
demand of more flexible network configurations

RMT abstracts the data plane architecture and P4 
enables data plane programmability



Next time: programmable switch architecture

61

How does a programmable switch work from the inside out?


