
Advanced Networked Systems SS24 
Programmable Switch Architecture

Prof. Lin Wang, Ph.D. 
Computer Networks Group 
Paderborn University 
https://cs.uni-paderborn.de/cn 

https://en.cs.uni-paderborn.de/cn


RMT and P4

2https://p4.org 

Ingress (match-action pipeline) Egress (match-action pipeline)

Parser DeparserSwitching fabric (e.g., crossbar)

RMT: reconfigurable match tables model (a RISC-
inspired pipelined architecture) 

P4: a domain-specific language for programming 
protocol-independent packet processors

RMT RMT

https://p4.org


Learning objectives
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How to improve resource efficiency of programmable data planes?

How to implement programmable data planes in hardware?



Implementing programmable 
data planes in hardware



Fixed function switch architecture
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Limited flexibility

Hard to 

- Trade one memory size for another 

- Add a new table 

- Add a new header field 

- Add a different action  

SDN pushes for flexibility 

- Programmatic control to control plane 

- Data plane flexibility demanded
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SDN flexibility demands

Multiple stages of match-action 

- Flexible allocation of memory to different 
functionalities 

Flexible actions 

- User-defined actions instead of hard-baked ones 

Flexible header fields 

- Allowing the customizable header fields instead of 
being bounded by the known protocols
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User-defined actions

Match on customized 
header fields

NF1

NF2

NF2



Different ways to achieve flexibility
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NF1 NF2 NF3

Software: 100x too 
slow, expensive

NPUs: 10x too slow, 
expensive

FPGAs: 10x too slow, 
expensive

How do we design a flexible switch chip? What does the flexibility cost?

NF1 NF2 NF3 NF1 NF2 NF3



Designing a flexible switch chip is hard

Bad news 

- Big chip (memory, compute, I/O) 

- High frequency (line rate of 100 Gbps) 

- Wiring intensive (match-action logic) 

- Many crossbars (header selectors) 

- Lots of TCAM (fast matching) 

- Interaction between physical design and architecture 

Good news 

- No need to read 9k+ IETF RFCs

9https://www.rfc-editor.org/rfc-index-100d.html 

Only 9327 of them as of 
November 27, 2022!

https://www.rfc-editor.org/rfc-index-100d.html


Reconfigurable match table (RMT) abstract model
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Parse graph
Table graph



Parse graph: arbitrary fields
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Ethernet IPv4 TCPPacket:
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Ethernet IPv4 TCPRCP
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Table graph: reconfigurable match tables
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Changes to parse graph and table graph
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Changes to parse graph and table graph
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Changes to parse graph and table graph
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How to turn the parse graph 
and table graph into a switch?



Programmable parser model
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Header 
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Field Extraction

TCAM Action RAM

State 
(parse_eth) and 

header data

Match index
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Match-action forwarding model
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Match-action forwarding model
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Match-action table performance vs. flexibility
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Memory

Memory

Memory

CPU

CPU

CPU

Multiprocessor: 
memory bottleneck

Memory CPU Memory CPU

Memory CPU

Pipeline: similar to fixed-function switches, but 
with general-purpose CPUs for customizability



VLIW stages
VLIW: very large instruction words
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VLIW processors

A fixed number of operations are formatted as one big instruction (called a bundle) 

- Usually LIW (3 operations) 

- Change in the instruction set architecture (ISA), i.e., one program counter points to one bundle (not 
one operation) 

Operations organized in bundles to issue in parallel 

- Fixed format so could decode operations in parallel 

- Enough FUs for types of operations that can issue in parallel 

Instructions are scheduled by the compiler

22



RMT memory layout
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RMT logical to physical table mapping
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Action processing model

25

H
ea

de
r I

n Fi
el

d
Fi

el
d

Data

Instruction
Match results

H
ea

de
r O

ut

AL
U



Multiple VLIW processors per stage
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Cross stage parallelism via dependency analysis
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Match ActionStage 1:

Stage 2:

Stage 1:

Stage 2:

Stage 1:

Stage 2:

Match dependency

Action dependency

No/successor dependency

Speculative execution and predication resolved 
before side effects are committed

Match Action

Match Action

Match Action

Match Action

Match Action



Switch design and flexibility cost

64 x 10 Gbps ports 

- 960M packets/second 

- 1 GHz pipeline 

Programmable parser 

32 match-action stages 

Huge TCAM: 10x current chips 

- 64K TCAM words x 640b

28

Total extra area cost: 14.2%, total extra 
power cost: 12.4%

SRAM has tables for exact matches 

- 128K words x 640b 

224 action processors per stage 

All OpenFlow statistics counters





How to support isolation?

Isolation requirements 

- Behavior isolation: one program cannot impact another’s 
behavior or performance 

- Resource isolation: resources should be allocated independently  

- Performance isolation: one module’s behavior should not affect 
the throughput and latency of another module 

- Lightweight: low overhead to the high performance network device 

- Rapid reconfiguration: quick update of the module program 

- No disruption: during reconfiguration, must not disrupt the 
behavior of other unchanged modules 

Menshen: an RMT extension for enforcing isolation

30



How to improve the resource efficiency 
of programmable data planes?



RMT recap
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RMT limitations: misaligned hardware utilization
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RMT limitations: misaligned hardware utilization
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More RMT limitations
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More RMT limitations
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Improve resource efficiency 
via resource disaggregation



dRMT memory disaggregation
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dRMT compute disaggregation
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dRMT compute disaggregation
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Crossbar design
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dRMT complexity
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dRMT complexity
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Processor scheduling example
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Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3



Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3



Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 M1 A1

2 M0 A0 M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3



Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 M1 A1

2 M0 A0 M1 A1

3 M0 A0 M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3

Is this schedule feasible?



Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 M1 A1

2 M0 A0 M1 A1

3 M0 A0 M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3

Every processor can only do 
1 match per cycle



Processor scheduling example
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2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 X M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3

Delay M1 by 
inserting a no-op



Processor scheduling example

51

2 processors handle 1 packet per cycle 
Packet arrives every 2 cycles per processor

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19

1 M0 A0 X M1 A1

2 M0 A0 X M1 A1

3 M0 A0 X M1 A1

4 M0 A0 X M1 A1

5 M0 A0 X M1 A1

6 M0 A0 X M1 A1

Cycles

Packets

Schedule per processor

M0 A0 M1 A1
3 1 3



ILP formulation

Minimizing delays
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t0 t1 t2

Clock cycles

t2 − t1 ≥ Latency1,2

t0 t1 t2

t0 t1 t2

t0 t1 t2

t0 t1 t2

t0 t1 t2

t0 t1 t2

Objective: Minimize max  
1. Write  
2. Group all  with same  
3. Enforce constraints for each group

ti
ti = 2 × qi + ri

t r

Group-0

Group-1

One packet every 
two cycles



dRMT summary

Can dRMT provide deterministic performance guarantees? 

- Yes, compiler schedules programs using an Integer Linear Program (ILP) to eliminate memory and 
processor contention 

How does dRMT compare with RMT on real programs 

- Needs (4.5% - 50%) fewer processors on real and synthetic P4 programs for achieving line rate 

Is dRMT feasible in hardware? 

- Yes, dRMT takes up some more chip area than RMT, but the additional area is modest relative to a 
switching chip
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Open Tofino Native Architecture (TNA)

55https://github.com/barefootnetworks/Open-Tofino/blob/master/PUBLIC_Tofino-Native-Arch.pdf 

Registers as externs for persistent memory 
(local to a stage and only read-modify-write 

once allowed)

4 Pipes

Lab5 requires you to 
respect these 
constraints

https://github.com/barefootnetworks/Open-Tofino/blob/master/PUBLIC_Tofino-Native-Arch.pdf


Summary
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RMT for implementing programmable data planes 
dRMT for improving resource efficiency of programmable data planes via resource disaggregation



Next time: in-network computing applications

57

What innovative ways of using programmable data planes do we have?

Servers

Programmable 
switches

Developer

Network program

C/Java/Scala/
Python program

Application 


