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1. Data coll/eétio@,g\nd aggregation happens at scale: How do users react to it?

Problem User activity across multiple sites “Off-Facebook Activity” Transparency Tool

and apps, even in physical shops, X| % | < x
. Off-Facebook activity Activity detail 756 interactions were shared with
is collected and aggregated. i b WO W 1L | e
. N e—— Your activity We receive activity from businesses and organisations who use our business

100ls so that they can better understand how their website, app or ads are
performing. We use your activity to show you relevant ads and to suggest
things that you might be interested in

Risks: leaks, misuses, abuses, etc.
- Transparency can help!

This is a summary of your off-Facebook activity that businesses and )
organisations have shared with us. TikTok Disconnect

Examples of interactions include:

* Opened an app

* Logged in to app with Facebook
* Visited a website

» Searched for an item

« Added an item 10 a wishlist

Research Questions

* Added an item 10 a basket

* Made a purchase

« Made a donation

Recent activity :
\ | Y, “ ° ° , , (r YEER ' > Businesses and organisations can also send custom interactions that meet
- - H OW d Oe S t h e O ff - Fa( e b OO k A( : t'l V'I t RIOK SWEEL: FINES APP.FOF WWOmen and mon [/} Learn more about TikTok - certain needs. For example, they may use a custom interaction to create a
@ Received 4 Apnil 20: unique group of customers in order to show them reievant ads.
) - ° [T] Give feedback about this activity ,  Sensitive information is prohibited
What you can do Sweat: Fitness App For Women o
® , g ) K Pkt HhaTala sl g i e e o e o KAk Anril 3 et 24 We prohibit businesses and organisations from sharing sensitive information
: : ' : : ' with us, including health and financial data. If we determine that a business
f an organisation is violating our terms, we will take action against that
PDF Scanner App business or organisation

=What are users’ reactions and intended § s > I @ o e
=) behavioral changes after exposure?

Download Activity Details

= How usable is the “Off-Facebook
@ Activity” dashboard as a transparency
enhancing tool?

User Study Structure

Pre-Usage Questionnaire Post-Usage Questionnaire

OFA Usage
Navigate their Off Facebook

3. Reactions
* Feelings

Informed Consent

MethOdOlOgy Sm(?f;:;ple 1. Demographics & Background Activity DEEthf_;__ * New/Surprising Information
_;2 Female 2 % 4. Intended Behavior
o |ntervent'|0n StUdy S NoAnswer 17 2. Awareness & Privacy Attitudes 5. Usability & Usefulness
. 13-17 - * SUS, Likes, Dislikes, Suggestions
= i % * Knowledge * IUIPC , ’ , QUEE
° N 1 OO part]C] pants ) %E% j:% * Privacy * Trust/Risk Beliefs * Ability to make better decisions
 Recruitement th rough MTurk < s 8% Strategies * Comfort 6. Privacy Attitudes (repeated)
L
No Answer 1%

3. Results: Impact on Privacy Attitudes

2. Results: User Reactions to Facebook Data Collection

If I don’t explicitly realise or remember that I'm

Please list three feelings Srprised giving my permission to a company to share my
Xou have after e t?e Shocke: business with them, I should be able expect confi-

Off-Facebook Activity™ tool. W(;:;r dentiality in the same way I would from a public
" ” annoyance service such as a Library or Doctors Surgery. (P12)
g 8 concerned
£ negative === D violation
E‘ B = negativej b intrigued
$ positive i | positive ‘Y uncomfortable “Iwon't take any other action because I don’t know
© neutral B | nautsal S happy how to, I feel hopeless” (P6T)
S 0 20 40 6 8 100 nervous
© Percentage of mentions mter::: | _ “Over 500 listed, I am in shock, how do I remove

ccared : :giiit\"‘;e all of these without having to go through one by
unsurprised B neutral one?!” (P76)
0 5 10 15

Percentage of mentions
“I genuinely had no idea that so many websites and

apps fed information back (sold my information?)
to FB. For instance, one of my banks that I use an
app for has a marketing app that sends info to FB.

[ mean really... FFS. If I can trust anyone, it should

. . S be my bank” (P175)
VORI EAN®E | evel of detail of the information is vague \ /

4. Results: Usability

Limited actionable means to exercise privacy Y
rights Participants:

« Were shocked about amount of collected information

CONTROL

N 7vea Meaningful visualizations needed,
data exports are hard to interpret » felt significantly less comfortable with data collection

<L + want to protect themselves but feel unable

"off_facebook activity v2": |

{ Current consent notices don’t work well!!

"name”: "TikTok",
"events": |

Activity received from TikTok

Symposium, PETS 2023 (to appear).
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