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Research Questions

User Study Structure

How does the “Off-Facebook Activity” 
tool affect users’ privacy attitudes?

What are users’ reactions and intended 
behavioral changes after exposure?

How usable is the “Off-Facebook 
Activity” dashboard as a transparency
enhancing tool?

Methodology

• Intervention study 
• N=100 participants
• Recruitement through MTurk

Participants:

• Were shocked about amount of collected information

• felt significantly less comfortable with data collection

• want to protect themselves but feel unable 

Current consent notices don’t work well!!

Level of detail of the information is vague

Limited actionable means to exercise privacy 
rights

Meaningful visualizations needed,
data exports are hard to interpret

User activity across multiple sites 
and apps, even in physical shops, 
is collected and aggregated. 
Risks: leaks, misuses, abuses, etc.

Transparency can help!


