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Test-Case Generation with Software Model Checking

program

𝜑𝜑 Counter
example¬𝜑𝜑

test goal

test goal
is unreachable

test case
𝑡𝑡𝑡𝑡 = (𝐼𝐼,𝑂𝑂)

Vorführender
Präsentationsnotizen
Coverage-based White-Box Test Generation



Tiger Algorithm for Multi-Goal Test Coverage
𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰:𝐶𝐶𝐶𝐶𝐶𝐶 𝑡𝑡𝑐𝑐𝑐𝑐, 𝑆𝑆𝑆𝑆𝑡𝑡 𝑜𝑜𝑐𝑐 𝐺𝐺𝑜𝑜𝑐𝑐𝐺𝐺𝐺𝐺 𝐺𝐺
𝑶𝑶𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰𝑰: 𝑇𝑇𝑆𝑆𝐺𝐺𝑡𝑡 𝑆𝑆𝑆𝑆𝑆𝑆𝑡𝑡𝑆𝑆 𝑇𝑇𝑆𝑆 𝑡𝑡𝑜𝑜𝑐𝑐𝑆𝑆𝑐𝑐𝑆𝑆𝑐𝑐𝑐𝑐 𝐺𝐺

𝑇𝑇𝑆𝑆 ∶= {}
𝐺𝐺′ ≔ 𝐺𝐺
𝑤𝑤𝑤𝑆𝑆𝐺𝐺𝑆𝑆 𝐺𝐺′ ≠ ∅
𝑐𝑐 ≔ 𝑝𝑝𝑆𝑆𝑡𝑡𝑝𝑝 𝑐𝑐𝑐𝑐𝑎𝑎 𝑐𝑐𝑆𝑆𝑟𝑟𝑜𝑜𝑐𝑐𝑆𝑆 𝑆𝑆𝐺𝐺𝑆𝑆𝑟𝑟𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐𝑐𝑐𝑜𝑜𝑟𝑟 𝐺𝐺′

if 𝑡𝑡𝑡𝑡 ≔ 𝑐𝑐𝑆𝑆𝑐𝑐𝑡𝑡𝑤𝑐𝑐𝑟𝑟𝑆𝑆𝐺𝐺𝑆𝑆𝑡𝑡𝑟𝑟𝐶𝐶𝑐𝑐𝑐𝑐𝐺𝐺𝑟𝑟𝐺𝐺𝑆𝑆𝐺𝐺 𝑡𝑡𝑐𝑐𝑐𝑐,𝑐𝑐
𝑇𝑇𝑆𝑆 ≔ 𝑇𝑇𝑆𝑆 ∪ 𝑡𝑡𝑡𝑡,𝑐𝑐
𝑐𝑐𝑜𝑜𝑐𝑐𝑆𝑆𝑐𝑐𝑡𝑡𝑤 𝑐𝑐′ ∈ 𝐺𝐺𝐺
𝑆𝑆𝑐𝑐 𝑡𝑡𝑡𝑡 𝑡𝑡𝑜𝑜𝑐𝑐𝑆𝑆𝑐𝑐𝐺𝐺 𝑐𝑐𝐺
𝑇𝑇𝑆𝑆 ≔ 𝑇𝑇𝑆𝑆 ∪ 𝑡𝑡𝑡𝑡,𝑐𝑐𝐺
𝐺𝐺𝐺 ≔ 𝐺𝐺′\g′



Example

1 int func-spl (int x, int y, int z) {
2 int a;
3 if (x < y)
4 a = x;
5 else
6 a = y;
7 z = z + a;
8 return z;
9 }

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐



Example

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

4 𝑥𝑥 < 𝑟𝑟

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

 tc = (x=0, y=1, z=0 | z=0)

Vorführender
Präsentationsnotizen
testfall = (x=0, y=1,z=0|z=0)Reachability-Analyse: program-location-analysis, predicate-abstraction analysis with LBE, test-goal automata/property automata, stack analysis, function pointer analysis



Example

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

4 𝑥𝑥 < 𝑟𝑟

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

6 𝑥𝑥 ≥ 𝑟𝑟

Vorführender
Präsentationsnotizen
ARG wird mehrfach aufgebaut 



Example

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

4 𝑥𝑥 < 𝑟𝑟

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

6 𝑥𝑥 ≥ 𝑟𝑟

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

 tc = ?

Vorführender
Präsentationsnotizen
testfall = (x=0, y=1,z=0| z=0)testfall = (x=0, y=0, z=0| z=0)Es darf nicht gemerged werdenAlles nach Merge wird weggeschmissen



Example

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

4 𝑥𝑥 < 𝑟𝑟

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

6 𝑥𝑥 ≥ 𝑟𝑟

7 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟

8 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

 tc = (x=0, y=1, z=0 | z=0)  tc = (x=0, y=0, z=0 | z=0)

Vorführender
Präsentationsnotizen
testfall = (x=0, y=0, z=0| z=0)



Example

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆

4 𝑥𝑥 < 𝑟𝑟

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟

6 𝑥𝑥 ≥ 𝑟𝑟

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐

 ARG-state merge only feasible before reaching the test goal
 ARG is (re-)constructed for every test-goal

Vorführender
Präsentationsnotizen
Es darf gemerged werden!Merge Regel: Sobald ein Ziel abgedeckt wurde darf nicht mehr gemerged werden.ARG wird nach jedem abgedeckten Goal weggeschmissenAnschreiben:Merge nur bevor ein Ziel abgedeckt wurdeARG wird nach jedem Ziel weggeschmissen



Model Checking for Test-Case Generation

program

𝜑𝜑 Counter
example



Multi-Property Checking for Multi-Goal Test-Suite Generation

program

𝜑𝜑 Counter
example𝜑𝜑𝜑𝜑

Counter
exampleCounter

example



Example: Multi-Goal Test-Generation

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

0 1𝑐𝑐 = 𝑥𝑥
* *

0 1𝑐𝑐 = 𝑟𝑟
* *

0 1𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐
* *

0 3

𝑐𝑐 = 𝑟𝑟

* *

2
*

1
*

𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

Test-Goal Automata
- represent sets of CFA paths
- non-deterministic
- parallel automata semantics: 

multiple simultanously
active states

Test-Goal Set Partitioning
- Process subsets of

test-goal automata
simultaneously

- Partitioning criteria?



Example: Multi-Goal Test-Generation

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

0 1𝑐𝑐 = 𝑥𝑥
* * 0 1𝑐𝑐 = 𝑟𝑟

* * 0 1𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐
* *

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}

4 𝑥𝑥 < 𝑟𝑟
{0},{0},{0}

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥
{0,1},{0},{0}

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐
{0,1},{0},{0,1}

6 𝑥𝑥 ≥ 𝑟𝑟
{0},{0},{0}

7 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟
{0},{0,1},{0}

8 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐
{0},{0,1},{0,1}

Vorführender
Präsentationsnotizen
kein Merge CPA: program-location-analysis, predicate-abstraction analysis with LBE, parallel test-goal automata, stack analysis, function pointer analysisWann schalten TGAs weiter? -> Effizient implementieren (nicht jeden Automaten immer checken, ob er weiter schaltet, sondern nur die, die entsprechende Kanten enthalten)



ARG-State Merge Fails!

2

3
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𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

0 1𝑐𝑐 = 𝑥𝑥
* * 0 1𝑐𝑐 = 𝑟𝑟

* * 0 1𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐
* *

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}

4 𝑥𝑥 < 𝑟𝑟
{0},{0},{0}

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟
{0,1},{0,1},{0}

6 𝑥𝑥 ≥ 𝑟𝑟
{0},{0},{0}

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐
{0,1},{0,1},{0,1}

Vorführender
Präsentationsnotizen
Welcher Pfad überdeckt welches Ziel?



Solution: Merge with (Test-Goal) Weaving
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𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

2 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐

0 1𝑐𝑐 = 𝑥𝑥
* * 0 1𝑐𝑐 = 𝑟𝑟

* * 0 1𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐
* *

3 𝑡𝑡𝑐𝑐𝑆𝑆𝑆𝑆
{0},{0},{0}

4 𝑥𝑥 < 𝑟𝑟
{0},{0},{0}

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟
{0,1},{0,1},{0}

6 𝑥𝑥 ≥ 𝑟𝑟
{0},{0},{0}

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑐𝑐1 = 1 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑐𝑐2 = 1 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐 ∧ 𝑐𝑐3 = 1
{0,1},{0,1},{0,1}

𝑐𝑐1 𝑐𝑐2 𝑐𝑐3

7 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∧ 𝑐𝑐1 = 1 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑐𝑐2 = 1
{0,1},{0,1},{0}

8 𝑥𝑥 < 𝑟𝑟 ∧ 𝑐𝑐 = 𝑥𝑥 ∨ 𝑥𝑥 ≥ 𝑟𝑟 ∧ 𝑐𝑐 = 𝑟𝑟 ∧ 𝑧𝑧1 = 𝑧𝑧0 + 𝑐𝑐
{0,1},{0,1},{0,1}

Vorführender
Präsentationsnotizen
LOOM-Analysis: Turn explicit path sensitivity to symbolic path sensitivity by loom analysis (test-path marker) from multi-property checking



CEGAR vs. TGAR

• CEGAR
• Refinement after each covered goal

=> basic-block coverage and beyond on larger programs!?

• TGAR
• Refinement after k covered goals

=> reduce (redundant) refinement steps

2

3

4 6

7

8

𝑥𝑥 < 𝑟𝑟 𝑥𝑥 ≥ 𝑟𝑟

𝑐𝑐 = 𝑟𝑟𝑐𝑐 = 𝑥𝑥

𝑧𝑧 = 𝑧𝑧 + 𝑐𝑐

𝑆𝑆𝑐𝑐𝑡𝑡 𝑐𝑐





Experiments

• Subject systems
• 324 programs with 1541 LoC on average

• Coverage criteria
• Basic-Block Coverage (C0)
• Condition Coverage (C3)

• Test-goal set partition sizes
• Fixed: 1 (DS), 10 (DM10), 20 (DM20), 50 (DM50), all (DA)
• Percental: 25% (DS25%), 50 (DS50%), 75 (DS75%)



Research Questions

• RQ1 (Efficiency): Does multi-goal set partitioning (DM) increase 
testing efficiency, as compared to single-goal (DS) and all-goal (DA) 
processing?

• RQ2 (Effectiveness): How does multi-goal set partitioning (DM) 
influence testing effectiveness, as compared to single-goal (DS) and 
all-goal (DA) processing?

Vorführender
Präsentationsnotizen
Das S in DS S/DA S steht für Symbolic Path Sensitivity



All-Goals (DA) vs. Single-Goal (DS)

 Avg. CPU time per program: 70.50s (DS) - 77.46s (DA)
 Avg. CPU time per test goal: 1.2s (DS) - 1.09s (DA)
Median Speedup by DA, as compared to DS: 1.4
 Avg. Test-Suite Size: 24.9 (DS) - 21.4 (DS)
 Avg. Coverage Rate: 99.7% (DS) - 99.8% (DA)
 Avg. Fault-Detection Rate: 89.9% (DS) - 86.8% (DA)
DA (slightly) improves testing efficiency under stable testing 

effectiveness, as compared to DS

Vorführender
Präsentationsnotizen
Row 1: Avg. CPU Time,                    Avg. CPU Time per Goal,    Avg. Test-Suite Size;Row 2: Median Speedup to DS S,   # Faster Runs Than DS S,   Avg. Coverage Rate;Row 3: Median. Speedup to DM S, # Faster Runs Than DA S,   Avg. Fault-Detection Rate



Configurable Partition Sizes (DM)
Multi-Goal improves testing 

efficiency and testing 
effectiveness, as compared to 
Single-Goal and All-Goal
 Depends on partition size 
We observe a critical number 

of test goals constituting the 
best trade-off between 
testing efficiency and testing 
effectiveness (i.e., goals 
covered per second)

Vorführender
Präsentationsnotizen
CPU time: per program



Ongoing Work

 Criteria for choosing parition sizes and clusterings of test goals

• Static: based on CFA (static slicing …)

• Dynamic: on-the-fly (use information from previous CPAchecker runs …)
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