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* 1. Java/Android + C source code

e

Jjava .C

public class MainActivity extends Activity {

static {
System. loadLibrary ("native-1ib") ;

}

public native boolean doSomethingJNI () ;

private void iAmExecuted()
Log.wtf (doSomethingdNI () ) ;

}
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BANANA: Challenge i IL( UNIVERSITY

* 1. Java/Android + C source code

+S

Jjava .C

Ff Get the TELEPHONY SERVICE constant
JjfieldID TELEPHONY SERVICE = env->»GetStaticFieldID{clsCtx, “TELEPHOMNY SERVICE", “"Ljavaslang/string;™);
jstring str = {(jstring) env-»0etStaticObjectField{clsCtx, TELEPHONY SERWVICE);

S Get the TelephonyManager
jmethodID getSystemService = env->»GetMethodID{clsCtx, "getSystemService"”, "(Ljava/lang/5tring;)Ljava/lang/0Object;");
jobject telephonymanager = env->CallobjectMethod{cxt, getSystemService,str);

// Get the device ID

jclass clsTm = env->*FindClass("android/telephony/TelephonyManager™);

jmethodID getDeviceld = env-»0etMethodID{clsTm, “getDeviceId™, "()Ljavaslang/string;");
jstring strIMEI = (jstring) env->CallObjectMethod(telephonymanager,getDeviceId);

S Write it back
return strIMEI;
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* 1. Java/Android + C source code
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- 2. Android Application Package

pubiic class talnnctivicy extends Actiuic
pubi: 1 i
< ol ooy

.apk
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« Identify Sources & Sinks j

Ff Get the TELEPHONY SERVICE constant
JjfieldID TELEPHONY SERVICE = env->»GetStaticFieldID{clsCtx, “TELEPHOMNY SERVICE", “"Ljavaslang/string;™);
jstring str = {(jstring) env-»0etStaticObjectField{clsCtx, TELEPHONY SERWVICE);

S Get the TelephonyManager
jmethodID getSystemService = env->»GetMethodID{clsCtx, "getSystemService"”, "(Ljava/lang/5tring;)Ljava/lang/0Object;");
jobject telephonymanager = env->CallobjectMethod{cxt, getSystemService,str);

// Get the device ID

jclass clsTm = env->*FindClass("android/telephony/TelephonyManager™);

jmethodID getDeviceld = env-»0etMethodID{clsTm, “getDeviceId™, "()Ljavaslang/string;");
jstring strIMEI = (jstring) env->CallObjectMethod(telephonymanager,getDeviceId);

S Write it back
return strIMEI;
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NDK EXAMPLE.%s.a
ndroid/content/C
ontext.TELEPHONY
_SERVICE.Ljava/l
ang/String; .gets
ystemService. (L]
ava/lang/String;
) Ljava/lang/Obje
ct;.android/tele
phony/TelephonyM
anager.getDevice
Id. () Ljava/lang/
>tring; ..- CEunc
JgetIMEI () : [%s].

"getDeviceld"
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237c

; =============== F UNC T I O N =========================

unknown Java_mod_ndk_ActMain_cFuncGetIMEI (unknown)

mrcmi 5, 1, fp, crl, cr@, {7}

ldmdbmi ri!, {re, r2, ré, r7, ip, sp, pc}
ldmdavs r&!, {ri, r2, r3, rd4, r5, r6, s1, 1r}
ldrbtmi r9, [r9], #-513 ; 8x281

stcne 8, crb, [r5], {51} ; Bx33

stmdavs r3, {r&, rl, r6, r8, r9, ip, pc}
;3 <UNDEFINED> instruction: @x4798699b
stcne 18, crd, [r7], {44} ; @x2c

stmdavs r8!, {r2, r3, r5, rg, r9, fp, 1r}
umulleq r2, r9, re, ri

ldrbtmi r5, [sl], #-2116 ; @x844

ldrbtmi ri1, [fp], #-3129 ; &xc39

strmi r1, [r@, r8, lsr #24]!

orrscs ré, rl, #2686976 ; ©x20806806

stcne 8, cr@, [r2], {155} ; @x%b

stcne 8, cr5, [r8], #-812 ; @xfffffcd4

3 <UNDEFIMED> instruction: 8x47981c390

bmi loc_ee9laelc

tstcc r8, rd, lsr #22

andls r6, r@, ip, asr #31

ldrbtmi ri1, [s1], #-3129 ; @xc39

cfstrsne mvfd, [r8], #-492 ; exfffffeld
stmdbls ri1, {r5, r7, r8, r9, sl, 1r}

blls func_eeea7dos

; <UNDEFINED> instruction: exf7ffic2s

stmdavs fp!, {re, r4, r5, r?7, r8, ro, s1, fp, ip,

stcne 9, crd, [r7], {29}

ldrbtmi r&, [r9], #-2450 ; Bx9%9b
ldrmi ri1, [r8, r8, lsr #24]

stmdavs r8!, {re, s1, fp, ip}

blmi func_ee6d3eld

SVCVS Bxeecd43ees

ldrbtmi r4, [s1], #-1147 ; @x47b
strmi r1, [re, r8, lsr #24]!

stcne 12, crl, [r2], {57} ; &x39

; <UNDEFINED> instruction: exf7ffic2s

stmdavs s1!, {re, ri, r3, r4, r7, rg, r9, s1, fp,

stcne 3, cr2, [r4], {169} ; @xad
ldmpl r3, {re, ri, r3, rd, r7}*

andcs rl, rB, #8448 ; B6x2166

ldrmi ri1, [r8, r8, lsr #24]

stcne 9, crd, [r2], {17}

ldrbtmi =1, [r9], #-2851 ; Bx883

svC Bxeesaf7ff

;3 <UNDEFINED> instruction: @xf7ffase3
bls loc_®@1100c44

stcne 8, cré, [r@], #-204 ;
mulle r1, s1, r2

sve exeedcf7ff

1dcllt @, crill, [re, #276]! ; ex114
andeq r3, ré, r4, ror r2

andeq rl, r@, sp, asr #12

andeq rl, r@, r9, asr #12

andeq rl, r@, r7, asr ré

andeq rl, r@, ré, asr #12

andeq rl, r@, r5, asr ré

andeq ril, ré, r2, ror #12

andeq rl, r@, rl, ror ré

andeq rl, r@, pc, ror ré

andeq ril, r@, sl, ror #12

exfFFFffaa
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- Exemplary approach:
o (static) Detect flows in the native library
= Identify sources & sinks
= Detect connections: sources & sinks, inputs & sinks, sources & outputs
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- Exemplary approach:

o (static) Detect flows in the native library
= Identify sources & sinks
= Detect connections: sources & sinks, inputs & sinks, sources & outputs

o (dynamic) Observe behavior: —_— )
= Slice app to JNI call
= Simulate with different/all-possible inputs
= QObserve outputs

« Goals:
o Less false-positives than over-approximation (only) techniques

@ Native library
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* Required
o Ability to read and understand Java/Android programs
o Knowledge about software design and efficient programming

* Nice-To-Have
o Interestin reverse engineering and software analysis

o Experience with software analysis frameworks and tools such as Soot and
FlowDroid

o Knowledge about the NI
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