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public class MainActivity extends Activity {

...

static {
System.loadLibrary("native-lib");

}

public native boolean doSomethingJNI();

private void iAmExecuted() {
Log.wtf(doSomethingJNI());

}

...
}
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o (static) Detect flows in the native library

 Identify sources & sinks
 Detect connections: sources & sinks, inputs & sinks, sources & outputs

o (dynamic) Observe behavior:
 Slice app to JNI call
 Simulate with different/all-possible inputs
 Observe outputs

• Goals:
o Less false-positives than over-approximation (only) techniques
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• Required
o Ability to read and understand Java/Android programs
o Knowledge about software design and efficient programming

• Nice-To-Have
o Interest in reverse engineering and software analysis
o Experience with software analysis frameworks and tools such as Soot and 

FlowDroid
o Knowledge about the JNI
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• What is the challenge to be overcome? • What is the goal?
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